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Automated Vehicle: a complex threat landscape
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Attacks on Detection

The attacker is projecting a fake traffic
sign (speed limit90 km/h) on a building
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https://youtu.be/C-IXNHKqgagtk https://www.youtube.com/watch?v=sNaENILZY So
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https://youtu.be/C-JxNHKqgtk
https://youtu.be/C-JxNHKqgtk
https://youtu.be/C-JxNHKqgtk
https://www.youtube.com/watch?v=sNaENlLZYSo

Attacks on Detection (Evasion)

With an imegegenerated by our algorithm

S
https://www.youtube.com/watch?v=60QSsKyOI9LE

https://www.youtube.com/watch?v=GO|NKOtFs64
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https://www.youtube.com/watch?v=GOjNKQtFs64
https://www.youtube.com/watch?v=6QSsKy0I9LE

Attacks on Perception (Segmentation): Affects Optical Flow
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https://www.youtube.com/watch?v=FV-oH1aIdAI
https://www.youtube.com/watch?v=FV-oH1aIdAI
https://www.youtube.com/watch?v=FV-oH1aIdAI

Attack on Tracking [Chen et al., AML workshop CVPR’19 https:/arxiv.org/pdf/1905.11026v1.pdf]

Adversarial Erase Fabricate  Original
adversarial  bbox

bbox recovered

patch original bbox

Detection &

Tracking

09.09.2020 L3Pilot Summer School - Cybersecurity for AV — J. Petit


https://arxiv.org/pdf/1905.11026v1.pdf
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Attacks on V2X
* I-SIG (left) / Position jump (right)

Without With @ s
Attack Attack
/ @ SAVARI™
Google

https://www.youtube.com/watch?v=3iV1sAxPuLO

For more detail on V2X attack: https://www.youtube.com/watch?v=xTaksVG90Qi4
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https://www.youtube.com/watch?v=3iV1sAxPuL0
https://www.youtube.com/watch?v=xTaksVG9Qi4

Attacks on V2X (Detection and Tracking)

» Track Database Poisoning
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Attacks on Control

Pajic et al.,"Attack-Resilient State Estimation for Noisy Dynamical Systems" IEEE Transactions on Control of Network Systems, 2017
Khazraei and M. Pajic, “Perfect Attackability of Linear Dynamical Systems with Bounded Noise,” ACC 2020.

A. Khazraei and M. Pajic, “Attack-Resilient State Estimation with Intermittent Data Authentication,” Automatica, submitted

System
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Physics-based detectors cannot always protect us from an intelligent attacker
- Yol a ~_d

Data-based detectors cannot always protect us from an intelligent attacker

Alarm i@ Intrusion Detector <J
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Open Challenges

STANDARDIZATION

Increase sensor _ V2X
confidence - Adversarial Al - Authentication / encryption:
- Add HSM = Transferability IEEE 1609.2
Robust sensor fusion tem S8 S\viishehavior detection and
Interprets g - N reporting: ETSI TR 103 460

MERE  Resilient

Sensors

(TS will start soon)

Fault injection )S -
J Automated Driving: n/fa ®

Dep S 7 Automotive:
Attack-re_sment controller . UNECE WP.29.79
Self-healing . 1SO21434
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Thank you for your kind attention.

Dr. Jonathan Petit
petit@qti.qualcomm.com

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 723051.
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